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Preface

The Open Group
The Open Group, a vendor and technology-neutral consortium, is committed to delivering
greater business efficiency by bringing together buyers and suppliers of information technology
to lower the time, cost, and risks associated with integrating new technology across the
enterprise.
The Open Group’s mission is to offer all organizations concerned with open information
infrastructures a forum to share knowledge, integrate open initiatives, and certify approved
products and processes in a manner in which they continue to trust our impartiality.
In the global eCommerce world of today, no single economic entity can achieve independence
while still ensuring interoperability. The assurance that products will interoperate with each
other across differing systems and platforms is essential to the success of eCommerce and
business workflow. The Open Group, with its proven testing and certification program, is the
international guarantor of interoperability in the new century.
The Open Group provides opportunities to exchange information and shape the future of IT. The
Open Group’s members include some of the largest and most influential organizations in the
world. The flexible structure of The Open Group’s membership allows for almost any
organization, no matter what their size, to join and have a voice in shaping the future of the IT
world.
More information is available on The Open Group web site at http://www.opengroup.org.
The Open Group has over 15 years’ experience in developing and operating certification
programs and has extensive experience developing and facilitating industry adoption of test
suites used to validate conformance to an open standard or specification. The Open Group
portfolio of test suites includes the Westwood family of tests and the associated certification
program for Version 3 of the Single UNIX Specification, as well tests for CDE, CORBA, Motif,
Linux, LDAP, POSIX.1, POSIX.2, POSIX Realtime, Sockets, UNIX, XPG4, XNFS, XTI, and X11.
The Open Group test tools are essential for proper development and maintenance of standardsbased products, ensuring conformance of products to industry-standard APIs, applications
portability, and interoperability. In-depth testing identifies defects at the earliest possible point
in the development cycle, saving costs in development and quality assurance.
More information is available at http://www.opengroup.org/testing.
The Open Group publishes a wide range of technical documentation, the main part of which is
focused on development of Technical and Product Standards and Guides, but which also
includes white papers, technical studies, branding and testing documentation, and business
titles. Full details and a catalog are available at http://www.opengroup.org/pubs.
As with all live documents, Technical Standards and Specifications require revision to align with
new developments and associated international standards. To distinguish between revised
specifications which are fully backwards-compatible and those which are not:
•

A new Version indicates there is no change to the definitive information contained in the
previous publication of that title, but additions/extensions are included. As such, it replaces
the previous publication.

•

A new Issue indicates there is substantive change to the definitive information contained in
the previous publication of that title, and there may also be additions/extensions. As such,
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both previous and new documents are maintained as current publications.
Readers should note that Corrigenda may apply to any publication. Corrigenda information is
published at http://www.opengroup.org/corrigenda.
Full catalog and on-line ordering information on all Open Group publications is available at
http://www.opengroup.org/pubs.

This Document
This document is a Snapshot (see above). It is one of several documents within X/Open’s
Systems Management programme (XSM).
This document provides guidelines for writing a chapter on Management Requirements for
inclusion in an API specification.
It is intended that this Snapshot will be updated based on feedback from users of this document.
The guidelines are structured as follows:

vi

•

Chapter 1 describes how the guidelines should be used.

•

Chapter 2 introduces the concepts used in the rest of the document

•

Chapter 3 outlines the contents of an overview of the management requirements

•

Chapter 4 provides more detailed guidance on the specification of management
requirements.

•

Appendix A contains a template for a management requirements chapter.
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Trade Marks
The Open Group and Boundaryless Information Flow are trademarks and UNIX is a registered
trademark of The Open Group in the United States and other countries. All other trademarks are
the property of their respective owners.
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XRM
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Chapter 1

Introduction
This document discusses issues concerned with introducing "manageability" into the definition
of application programming interfaces (APIs). This document provides guidance from the
X/Open Systems Management Working Group as to how resources that are made available via
a new API may be managed, with the goal that this management should be largely compatible
with that applied to other resources.
The primary audience for this document is intended to be X/Open Technical Working Groups
active in areas other than Systems Management, e.g. Transaction processing, Security, etc.
However, the basic principles described in this document are equally applicable to any interface
specification activity, and this document is therefore being made available to a wider audience
as an X/Open Snapshot.

1.1

Requirements
While it is clearly possible to specify an API without addressing issues of management, as can be
seen from many existing interfaces, it is generally much simpler to introduce management at the
beginning of the process that to retro-fit it afterwards.
The requirement to be "manageable" has considerable influence on what information is made
available, and the way in which different information elements are grouped together. When
management issues are addressed in the context of an existing interface, it may be necessary to
create new information elements to contain management information. In addition, the
management information may be scattered among many existing interfaces in a way that makes
a very untidy mapping between the interface and the tasks that the Administrator needs to
perform.
This document imposes no absolute requirement to include a management chapter within all
X/Open specifications, nor does it mandate the precise form that such a chapter, if present,
should take. It does however strongly encourage the addressing of management issues from the
outset of the specification development process. It does introduce a set of concepts and a
corresponding vocabulary, which can be used to describe management issues in a common way.
It also provides a suggested template that could be used to provide a management chapter.
The decision not to adopt a prescriptive approach reflects a belief that in generally the
specialised knowledge necessary to describe the management aspects of a particular interface
resides within the group undertaking the work, and it is more important that the group should
be able to describe those aspects in a way that comes naturally to them. The provision of a
relatively simple set of concepts is intended to structure the description in such a way that it can
be subsequently mapped into a common management framework.
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1.2

Introduction

Scope
The purpose of a management section within an interface specification is to outline the
management requirements of that interface. It should describe the tasks that an Administrator
needs to able to perform in order to manage the resources to which the interface provides access,
and the management information that needs to be stored in order to implement those tasks.
In many cases, at least some of the management tasks are likely to be concerned with controlling
access to the resources. As a result of this, the management issues are likely to be closely
connected to the interface’s security issues.

1.3

Terminology
The terminology in this document is taken from the X/Open Systems Management Reference
Model (see reference XRM).

1.4

Applications
There are two types of specifications to which this document might be applied:

1.5

•

Existing specifications which do not include any material addressing management issues. In
this case, management concerns can either be introduced into a convenient update of the
specification, or a new, separate document can be produced. The choice between these two
options is likely to be influenced by the update schedule for the specification, and the
anticipated size of the management aspects of the specification.

•

Specifications under development, in which case, management should be addressed in the
document at the time of its development.

Background
Management is an essential part of information systems technology, and this is particularly true
within the world of open systems.
Within a world of heterogeneous, distributed systems, provided by many different vendors, it is
of paramount importance that they implement a common model of interoperable management.
Within the context of X/Open specification development, management is primarily concerned
with the provision of common interfaces and common information. The principal focus is on
programmatic and command line interfaces, enabling the development of graphical interfaces as
a point of differentiation between vendors.

2
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Chapter 2

Management Requirements
This chapter presents the basic concepts that are used within the X/Open Systems Management
programme. They are drawn from the Systems Management Reference Model (see reference
XRM).
At a fundamental level, there are Administrators, performing "Management Tasks", who exercise
some form of control and/or wish to be kept informed about the operation of one or more
"Resources".
The Reference Model does not specify what Management Tasks or Resources exist. It describes
the framework within which they can be realised, a set of "Services" that provide the
functionality necessary to allow Management Tasks and Resources to communicate.

2.1

Management Tasks
Management Tasks represent the management activities performed by Administrators. As such,
they are abstract entities which make use of the underlying functionality of the management
system in order to achieve the desired action.
Management Tasks do not appear explicitly within the Reference Model. However, they are the
essential functionality that the Model exists to support. The Model provides the framework
necessary to support the various components that need to exist in order to implement the
operations that are represented by Management Tasks.
An example of a Management Task is adding a user, which involves the creation and
manipulation of several different Resources within the system.

2.2

Resources
Resources are the entities within a system or network of systems that require management.
Resources can include physical entities (such as printers or routers) as well as logical entities
(such as users or groups). Not all resources require management.

2.3

Services
Services exist to provide the common facilities that must be provided in order to support
distributed systems applications. Services can be divided into three major classes.
•

General Services,

•

Management Services, and

•

Application Services.

This classification derives from the relationship of a specific service to the specific problem space
being addressed.
General Services are characterised as being of use to a wide range of different problem areas.
Management Services are common facilities which have been specialised for distributed
management. Areas of specialisation might include: policies for more centralised control of
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security, policies for configuring and distributing applications, and the ability to control the
location of objects.
Application Services are services that are specific to some particular functional area within the
overall management problem space. While these services are not of general use to a wide range
of management applications, they provide common services to implementations addressing a
particular area. An example might be a catalogue service provided for the use of multiple
backup and restore applications.
A fuller discussion of management and general services is given in the X/Open Systems
Management Identification of Management Services Snapshot (see reference XIMS).

2.4

Relationship to Other Specifications
Specifications should clearly identify management dependencies with other specifications in the
following ways:

4

•

The specification may depend on the management capabilities contained within some other
specification. This is likely to be because it is highly dependent on resources that are
described in the other specification.

•

The specification may be a provider of resources, and their management, to other
specifications.
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Chapter 3

Overview of Management Issues
This chapter dicusses the information that should be provided in the introductory analysis of the
management requirements of a specification. It describes section 1 of the model management
requirements chapter contained in the appendix.

3.1

Management Goals
The specification should clearly identify the goals that it seeks to achieve in identifying the
management requirements of that specification. These may include:
•

Access Control - There may be a requirement to control access to the resources to which the
API provides access. Such a requirement is clearly closely related to the security
requirements of the specification, which should define precisely how access control should
be managed.

•

Configuration Management - It may be necessary to provide configuration information that
is necessary to the correct functioning if the API. This information may not be directly
accessed by an application using the API, but will condition the way in which it operates.

•

Performance Management - There may be a requirement to both measure and manage the
performance aspects of the specifications. This may include issues such as response times,
usage of resources such as storage and processing cycles, I/O rates, etc.

•

Fault Management - When faults occur, it may be desirable to report on the cause of the error
conditions, generate event reports to bring the fault to the notice of an administrator, or to
isolate a resource so that it is accessible only to management applications until the error has
been corrected.

•

Accounting Management - It may be necessary to generate usage information about the use
of the API and its underlying usages so that appropriate charges can be made for their use.

An important goal should be the ability to define and manage policy. Different organisations are
likely to have different requirements for the operation of the functionality provided by a
specification. For instance, there may be different requirements for default access controls, or for
the default configuration of new instance of a resource. In addition to being able to specify to
define such policies, it must also be possible to override such policies when necessary, subject to
appropriate authorisation.
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3.2

Overview of Management Issues

Management Requirements
The specification should provide an overview of the detailed requirements.
It is also important to be aware of the different classes of users who require access to
management interfaces. These include:
•

Computer System Administrators (User)

•

Management Application Developers (Developer)

•

System Service Providers (Service Provider)

•

Computer System Resource Planners (Enterprise)

The requirements of these different constituencies differ both in the degree of detail that needs to
be exposed and in the types of operations that need to performed. These differing requirements
also affect the types of interface that need to be provided. Administrators need Command Line
Interfaces (CLIs) whereas Developers require Application Programming Interfaces (APIs).

3.3

Standards

3.3.1

Existing Standards
Identify any management standards that may be used to support the implementation of the
management requirements of this specification.

3.3.2

Emerging Standards
Identify any applicable management efforts currently underway that may be relevant to this
specification now or in the future.
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Chapter 4

Management Specification
This chapter provides illustration as to how the concepts introduced in this document might be
applied. It describes section 2 of the model management requirements chapter contained in the
appendix.

4.1

Management Tasks
When identifying the Management Tasks appropriate to a particular specification, it is necessary
to take on the viewpoint of a system administrator. The key goal is to focus on the tasks that an
administrator actually needs to perform in order to manage the resources.
In general, there is a one-to-many relationship between Management Tasks and the resources
that are being managed. One Management Task will perform operations on many individual
resources in order to accomplish the action that the administrator wishes to perform.
If, instead of taking the administrator’s viewpoint, a resource-oriented viewpoint is adopted, it is
much more likely that a one-to-one relationship between tasks and resource operations will
develop. This leads to an explosion of Management Tasks which exhibit too fine a degree of
functionality, requiring the administrator to perform sets of tasks in order to achieve the desired
action.
A good example is to consider the topic of user account management. In order to add a user it is
necessary to perform operations on a wide variety of resources (files, authorisation databases,
etc). The order in which some of the operations are performed is important, while others can be
performed at any point in the sequence. This sequencing requirement may vary between
different implementations, severely impacting the portability of Administrators between
systems. Trying to remember precisely which operations must be performed in what order on
each system is a complex task, fraught with risk of failure, and actively interferes with the
possibility of successful management.
The task that the Administrator needs to perform is simply "to add a user", regardless of the
precise sequence of operations that need to be performed in any particular environment.

4.2

Resources
All specifications provide access to resources within an information system. These resources
may be actual physical entities, such as disks or processors, logical entities, such as files and
processes, or abstract entities such as users and groups. APIs allow application developers to
make use of the capabilities of these resources to store and process information, to control access
to information, and to make information available in external forms via networks, printers, and
other media.
The resources contained within a specification may vary in complexity. For example, files are a
relatively simple entity, supporting a simple set of functions, open/close/read/write. However,
the data contained within a file may be a very complex entity, requiring a much richer set of
functions, such as indexed access methods and data versioning.
It is important to be clear precisely which resources a specification is concerned with, and to
separate them from other resources which are defined elsewhere. Thus a security specification
might be concerned with managing Access Control Lists, providing an interface to manipulate
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ACLs, without providing direct access to the underlying storage mechanisms, (probably files),
which are used to store the actual data.
In such a case, the management concerns of the specification are centred on the data that the files
contains, rather than the files that contain the data. There is clearly a dependency on some other
mechanisms to be able to manipulate the actual storage, but this is not reflected directly in the
specification.
In many cases there may not be specific management interfaces provided in order to manipulate
a resource. Management operations are performed using the normal functional interface that is
used by application writers who are using the API. The difference lies in the purpose for which
the operation is performed - the "role" being taken by the software performing the operation. In
order to perform a particular Management Task, it may not be necessary to provide any
additional interfaces beyond those that are already contained within the specification. However,
in some cases there may be a need to provide additional management interfaces in order to
perform functions that are solely used in order to manage the resource. An example of this is an
interface that enables a printer queue to accept print jobs.

4.3

Services
Application developers should consider addressing manageability requirements when designing
their application. Instrumenting their application for manageability may be best performed via
service extensions to X/Open technology specifications, eg. offering a backup capability in a
transaction processing API. The following services may also be included in an appendix of an
X/Open technology specification as guidance to application developers.
Management Services for Consideration:
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Installation

An application is likely to need to be modified to support a software
distribution mechanism. It is suggested the POSIX 1387.2 be used for this
purpose. Also, it should be noted X/Open SysMan is in the process of
developing an interoperability standard for POSIX 1387.2 software
distribution.

Licensing

If software licensing is desirable for revenue protection, the application
will likely need extensions to incorporate the mechanism. A standard
licensing mechanism will insure consistency. This is likely to be an
X/Open SysMan work item in the near future.

Backup-Restore

An application which is collecting or generating critical data may want to
backup the data for safety. X/Open SysMan is currently developing APIs
for data backup and restore for such an application.

Logging

Within existing systems, the syslog function is widely used by a variety of
functional areas in order to satisfy their requirements for a logging
mechanism. This has the added benefit of gathering information into a
central pool, easing the task of determining precisely what occurred when
something goes wrong.

Performance

An application or system with time critical requirements can use the
performance interfaces and data definitions to provide critical
information to a systems administrator. X/Open SysMan is in process of
standardizing the Universal Measurement Architecture which contains
interfaces for collection and management, as well as specific resource
definitions.
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Services

Configuration

Configuration of applications can require significant time just to get the
application usable. Standardized and consistent configuration can help
minimize this overhead. A group or class of applications should consider
using a common method of configuration.

Event Service

An application or system may generate conditions and events that need
to be monitored and logged, and necessary notification given to systems
administrators. An event service is being investigated by the X/Open
SysMan working group. Enabling automation of an action associated
with events is the key aspect to move to a proactive mode of operation.

Accounting

Accounting services can provide applications and systems the ability to
bill for usage and collect historical data for capacity planning. There are
ISO standards which address this requirement, and likely other standards
groups will address this in the future.

When considering the management requirements of a specification, common services should be
identified wherever possible. If there is no existing service specification, the requirement should
be clearly identified.
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Appendix A

Template
This is a template for a chapter covering management requirements in X/Open specifications.
Explanatory text is marked with shading in the margin.
For additional information on how to produce a management chapter, see the remainder of this
document.
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Chapter n

Management Requirements
This chapter defines the management requirements of this specification. The issues are
discussed in terms of Management Tasks, Resources, and Services, and the impact on other
specifications. An overview and details of the management requirements are provided.

n.1

Overview of Management Requirements

n.1.1

Management Goals
Identify management goals.

n.1.2

Management Requirements
Provide an overview of the management requirements.

n.1.3

Standards
Identify applicable management standards that may be relevant to this specification.

n.1.4

Emerging Standards
Identify applicable management efforts currently underway that may be relevant to this
specification now or in the future.

n.2

Management Requirements

n.2.1

Management Tasks
Identify the Management Tasks due to the introduction of new resources or capability from this
specification.

n.2.2

Resources
Identify the underlying resources contained within this specification that need to be managed.

n.2.3

Services
Identify the management services required or provided by this specification.
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n.2.4

Management Requirements

Relationship to Other Specifications
Identify the management dependencies between this specification and other specifications.
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