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Introducing Green Hills Software

O Incorporated in 1982
0 Headquartered in Santa Barbara, CA

O Technology Leader in Operating Systems

= First and only COTS operating system certified to FAA
DO-178B level A that can run different multiple levels of criticality
on a single CPU

* ji.e. Level A and level D on the same CPU

= First and only operating system undergoing EALG+ security
evaluation against Separation Kernel Protection Profile (SKPP)

= First and only operating system certified to latest POSIX standard

0 Successful Business
= Record year in revenues in 2005
= Profitable every year since 1983
« Long-term, reliable, & stable technology partner for customers
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INTEGRITY Operating System
Setting the Standard for Safety & Security

O INTEGRITY chosen for 100+ flight-safety and mission-critical systems

= Boeing 787 airliner flight control systems, Airbus A380 inertial navigation
system, Air Traffic Collision & Avoidance System, etc.

= Lockheed F-16, F-22, and F-35 Joint Strike Fighter, & Boeing B1-B, B-52, etc.
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INTEGRITY is the First & Only Operating System
Under Evaluation for EAL6+ Against SKPP
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INTEGRITY-178B Separation Kernel
Qperating System

12 August 2005

EALB Augmented with ACM_AUT.2; ACM_CAP.5; ACM_SCP.3; ADO_IGS.1; AGD_USR.1; ALC_DVS.2; ALC_LCD.2; ALC_TAT.3,
ATE_COV.3, ATE_DPT.2; ATE_FUN.2; ATE_IND.3; AVA_MSU.3; AVA_SOF.1; AVA_VLA4

US Gavernment Protection Profile for Separation Kernels in Environments Requiring High Robustness
Green Hills Software, Inc.
Stewart Reid
805.965.6044
805.965.6343
stewart.reid@ohs.com
SAIC CCTL

Mail
Secure Mess )
30 October 2003

EALZ

Ciphertrust, Inc

David Sharoun

678.904.9241

David.Scharoun@CipherTrust.com n
Coact

IronPort C60 Appliance running AsyncOS v4, IronPort C30 Appliance running AsyncOS v4
Secure Messaging

TBD

EALZ Augmented with ALC_FLR.1, A¥A_MSU.1

IronPort Systems, Inc

Jat Pannu

650.989.6495

jpannu@ironport.com

SAIC

ISS SiteProtector, Proventia A, Proventia G, and Network Sensor

IDSIIPS

TBD

EALZ

Internet Security Systems, Inc.

Kathleen Mahoney v

@ Done

® Internet




INTEGRITY is the First & Only
POSIX.1 Certified Operating System

2 POSIX Certification - Microsoft Internet Explorer
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Current Problem:
Today’s Operating Systems are NOT Secure

U

Problem: Millions of computer systems from embedded to
enterprise, all having insecure operating systems, must retrieve,
transmit, and receive information at multiple, different security
levels so that decision makers at various security levels can act
upon the information before it becomes obsolete.

Predictive L\
| Battlespace Awareness
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Current Solution:
Multiple Independent Networks

3 a-aag

Users MUST have as
many workstations as
network connections

TS and S Communities

Excessive Sanitization

Untrusted Connection

Current network separation prevents the seamless sharing of data
‘..n\H”HH‘M”HWHIMM.
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Solution: Secure Operating System with Multiple
Levels of Security on a Single COTS Platform

Requirement for
absolutely leak proof,
impenetrable, high

assurance partitions l
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Desire to have access
to Internet, but having

to deal with all the

; . Utilize COTS platforms that
associated viruses,

Troian horses. and were never designed or
] ' intended for high assurance

malicious attacks use
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Introducing:

INTEGRITY Operating System-based
High-Assurance Platforms
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INTEGRITY High-Assurance Platforms

O INTEGRITY High-Assurance Platforms
= INTEGRITY Server
= INTEGRITY Workstation
 Diskless or Thin Client
= INTEGRITY PC
= INTEGRITY PDA

0 An INTEGRITY-based COTS PC runs Windows and Linux
operating systems and their respective applications in secure
partitions (“Padded Cells™) at multiple different security levels

= Runs standard off-the-shelf applications unmodified including
PowerPoint, Word, Excel, etc.

= Runs trusted secure applications with absolute security

= |mpossible for hackers, Trojan horses, viruses, buffer
overflows, etc. to impact PC’s operation and security
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INTEGRITY Provides Secure Partitions for
COTS Operating Systems & Applications
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INTEGRITY High-Assurance Platform
Desktop

(actual screen shot)
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INTEGRITY Workstation Runs PowerPoint on XP
& Red Hat Linux in Separate, Secure Padded Cells

(actual screen shot)
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he launcher provides an interface to workspaces including:

= Quick access to any file you need

= Central control for running all MULTI components

= Ability to launch any third party program

= Interface for creating jobs =

= Ajobis a any series of actions you perform repeatedly in the development of your
product
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INTEGRITY High-Assurance Platforms

O Allows a high-level, trusted user on a single COTS PC
running Microsoft Windows and/or Linux, the ability to access
multiple simultaneous networks running different levels of
classification from Unclassified up to SCI/TS (or higher)

0 Guarantees the SEPARATION, PROTECTION, and SECURE
TRANSFER of sensitive data to the highest level of
ASSURANCE

0 Available today
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Call Today for a Demonstration
at Your Site

0 For more information, please contact:

Green Hills Software, Inc.
Attention: Mr. Stewart Reid
Phone: 805.965.6044 x120
Email: stewart.reid@ghs.com
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