Open Group Guide

Architecture for Public-Key Infrastructure (APKI)

TheOpen Group

© March 1999, The Open Group

All rights reserved.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or by any means, electronic, mechanical, photocopying, recording or otherwise, without the prior permission of the copyright owners.

Open Group Guide

Architecture for Public-Key Infrastructure (APKI)

ISBN:1-85912-221-3 Document Number: G801

Published in the U.K. by The Open Group, March 1999.

Any comments relating to the material contained in this document may be submitted to:

The Open Group Apex Plaza Forbury Road Reading Berkshire, RG1 1AX United Kingdom

or by Electronic Mail to:

OGSpecs@opengroup.org

ii Open Group Guide (1999)

Contents

Chapter 1 Requirements on a Public-Key Infrastructure ..................... 1

1.1 Baseline Requirements for a Global PKI................................................ 1 1.1.1 Required Services. .................................................................................... 1 1.1.2 Required Functionality and Characteristics ....................................... 1 1.1.3 Known Issues ............................................................................................ 4 1.1.4 Recommendations ................................................................................... 4 1.2 The Importance of Architecture .............................................................. 5 1.2.1 What is Architecture ?.............................................................................. 5 1.2.2 Protocols .................................................................................................... 5 1.2.3 Interfaces. ................................................................................................... 6 1.2.4 Profiles........................................................................................................ 7 1.2.5 Negotiation ............................................................................................... 8

Chapter 2 PKI Architecture and Summary of Recommendations ... 9

2.1 PKI Architecture Overview ...................................................................... 9 2.2 Summary of Recommendations .............................................................. 10 2.2.1 System Security-Enabling Services ...................................................... 10 2.2.2 Cryptographic Primitives. ...................................................................... 10 2.2.3 Cryptographic Services .......................................................................... 10 2.2.4 Long-Term Key Services ......................................................................... 10 2.2.5 Protocol Security Services ...................................................................... 12 2.2.6 Secure Protocols ....................................................................................... 12 2.2.7 Security Policy Services .......................................................................... 12 2.2.8 Supporting Services................................................................................. 13

Chapter 3 Public-Key Infrastructure Components ................................... 15

3.1 System Security-Enabling Components ................................................ 16 3.1.1 Function ..................................................................................................... 16 3.2 Cryptographic Primitive Components. .................................................. 17 3.2.1 Function ..................................................................................................... 17 3.2.2 Protocols .................................................................................................... 17 3.2.3 Interfaces. ................................................................................................... 17 3.2.4 Profiles........................................................................................................ 18 3.2.5 Negotiation ............................................................................................... 18 3.3 Cryptographic Service Components ...................................................... 19 3.3.1 Function ..................................................................................................... 19 3.3.2 Protocols .................................................................................................... 20 3.3.3 Interfaces. ................................................................................................... 20 3.3.4 Profiles........................................................................................................ 20 3.3.5 Negotiation ............................................................................................... 21 3.4 Long-Term Key Services Components ................................................... 22 3.4.1 Function ..................................................................................................... 22

Contents

3.4.2 Protocols .................................................................................................... 24 3.4.3 Interfaces. ................................................................................................... 26 3.4.4 Profiles........................................................................................................ 28 3.4.5 Negotiation ............................................................................................... 28 3.5 Protocol Security Services Components ................................................ 29 3.5.1 Function ..................................................................................................... 29 3.5.2 Protocols .................................................................................................... 29 3.5.3 Interfaces. ................................................................................................... 30 3.5.4 Profiles........................................................................................................ 31 3.5.5 Negotiation ............................................................................................... 31 3.6 Secure Protocol Components ................................................................... 32 3.6.1 Function ..................................................................................................... 32 3.6.2 Protocols .................................................................................................... 32 3.6.3 Interfaces. ................................................................................................... 32 3.6.4 Profiles........................................................................................................ 33 3.6.5 Negotiation ............................................................................................... 33 3.7 Security Policy Services Components .................................................... 34 3.7.1 Function ..................................................................................................... 34 3.7.2 Protocols .................................................................................................... 36 3.7.3 Interfaces. ................................................................................................... 36 3.7.4 Profiles........................................................................................................ 36 3.8 Supporting Services Components ........................................................... 37 3.8.1 Function ..................................................................................................... 37 3.8.2 Protocols .................................................................................................... 37 3.8.3 Interfaces. ................................................................................................... 38 3.8.4 Profiles........................................................................................................ 38

Chapter 4 Hardware Security Devices in the PKI Architecture. ....... 39

4.1 Security Tokens ........................................................................................... 39 4.2 Cryptographic Modules ............................................................................ 40

Appendix A Requirements for Virtual Smartcard Services. ..................... 41

A.1 Overview of Virtual Smartcard Services ............................................... 44

Glossary ....................................................................................................... 47

Index ............................................................................................................... 53

List of Figures

1-1 Protocols in Certificate Management ........................................................ 5 1-2 Example Security Products .......................................................................... 6 2-1 PKI Architecture Overview ......................................................................... 9 3-1 PKI Architecture. ............................................................................................ 15 3-2 System Security-Enabling Components ................................................... 16 3-3 Cryptographic Primitive Components. ..................................................... 17 3-4 Cryptographic Service Components ......................................................... 19 3-5 Long-Term Key Services Components ...................................................... 22

iv Open Group Guide (1999)

Contents

3-6 Public-Key Delivery and Verification Structures .................................... 23 3-7 Certificate Management Protocols ............................................................. 25 3-8 Protocol Security Services ............................................................................ 29 3-9 Protocol Security Service Structure ............................................................ 30 3-10 Secure Protocol Components ...................................................................... 32 3-11 Security Policy Service Components ......................................................... 34 3-12 Access Control Decision Model .................................................................. 34 3-13 Push Model of Access Control .................................................................... 35 3-14 Pull Model of Access Control ...................................................................... 36 3-15 Supporting Services Components .............................................................. 37 4-1 Hardware Security Devices ......................................................................... 40 A-1 Virtual Smartcard Service Structure .......................................................... 41 A-2 Virtual Smartcard Service Protocol ............................................................ 42 A-3 Example Data. ................................................................................................. 45

Contents

Preface

The Open Group

The Open Group is the leading vendor-neutral, international consortium for buyers and suppliers of technology. Its mission is to cause the development of a viable global information infrastructure that is ubiquitous, trusted, reliable, and as easy-to-use as the telephone. The essential functionality embedded in this infrastructure is what we term the IT DialTone. The Open Group creates an environment where all elements involved in technology development can cooperate to deliver less costly and more flexible IT solutions.

Formed in 1996 by the merger of the X/Open Company Ltd. (founded in 1984) and the Open Software Foundation (founded in 1988), The Open Group is supported by most of the world’ s largest user organizations, information systems vendors, and software suppliers. By combining the strengths of open systems specifications and a proven branding scheme with collaborative technology development and advanced research, The Open Group is well positioned to meet its new mission, as well as to assist user organizations, vendors, and suppliers in the development and implementation of products supporting the adoption and proliferation of systems which conform to standard specifications.

With more than 200 member companies, The Open Group helps the IT industry to advance technologically while managing the change caused by innovation. It does this by:

• Consolidating, prioritizing, and communicating customer requirements to vendors

• Conducting research and development with industry, academia, and government agencies to deliver innovation and economy through projects associated with its Research Institute

• Managing cost-e ffective development efforts that accelerate consistent multi-vendor deployment of technology in response to customer requirements

• Adopting, integrating, and publishing industry standard specifications that provide an essential set of blueprints for building open information systems and integrating new technology as it becomes available

• Licensing and promoting the Open Brand, represented by the ‘‘X’’ Device, that designates vendor products which conform to Open Group Product Standards

• Promoting the benefits of the IT DialTone to customers, vendors, and the public

The Open Group operates in all phases of the open systems technology lifecycle including innovation, market adoption, product development, and proliferation. Presently, it focuses on seven strategic areas: open systems application platform development, architecture, distributed systems management, interoperability, distributed computing environment, security, and the information superhighway. The Open Group is also responsible for the management of the UNIX trademark on behalf of the industry.

Preface

Development of Product Standards

This process includes the identi fication of requirements for open systems and, now, the IT DialTone, development of Technical Standards (formerly CAE and Preliminary Specifications) through an industry consensus review and adoption procedure (in parallel with formal standards work), and the development of tests and conformance criteria.

This leads to the preparation of a Product Standard which is the name used for the documentation that records the conformance requirements (and other information) to which a vendor may register a product.

The ‘‘X’’ Device is used by vendors to demonstrate that their products conform to the relevant Product Standard. By use of the Open Brand they guarantee, through the Open Brand Trade Mark License Agreement (TMLA), to maintain their products in conformance with the Product Standard so that the product works, will continue to work, and that any problems will be fixed by the vendor.

Open Group Publications

The Open Group publishes a wide range of technical documentation, the main part of which is focused on development of Technical Standards and product documentation, but which also includes Guides, Snapshots, Technical Studies, Branding and Testing documentation, industry surveys, and business titles.

There are several types of speci fication:

• TechnicalStandards (formerly CAE Specifications)

The Open Group Technical Standards form the basis for our Product Standards. These Standards are intended to be used widely within the industry for product development and procurement purposes.

Anyone developing products that implement a Technical Standard can enjoy the bene fits of a single, widely supported industry standard. Where appropriate, they can demonstrate product compliance through the Open Brand. Technical Standards are published as soon as they are developed, so enabling vendors to proceed with development of conformant products without delay.

• CAESpecifications

CAE Specifications and Developers ’ Specifications published prior to January 1998 have the same status as Technical Standards (see above).

• Preliminary Specifications

Preliminary Specifications have usually addressed an emerging area of technology and consequently are not yet supported by multiple sources of stable conformant implementations. They are published for the purpose of validation through implementation of products. A Preliminary Specification is as stable as can be achieved, through applying The Open Group ’s rigorous development and review procedures.

Preliminary Specifications are analogous to the trial-use standards issued by formal standards organizations, and developers are encouraged to develop products on the basis of them. However, experience through implementation work may result in significant (possibly upwardly incompatible) changes before its progression to becoming a Technical Standard. While the intent is to progress Preliminary Specifications to corresponding Technical Standards, the ability to do so depends on consensus among Open Group members.

viii Open Group Guide (1999)

Preface

• Consortium and TechnologySpecifications

The Open Group publishes speci fications on behalf of industry consortia. For example, it publishes the NMF SPIRIT procurement specifications on behalf of the Network Management Forum. It also publishes Technology Specifications relating to OSF/1, DCE, OSF/Motif, and CDE.

Technology Specifications (formerly AES Specifications) are often candidates for consensus review, and may be adopted as Technical Standards, in which case the relevant Technology Specification is superseded by a Technical Standard.

In addition, The Open Group publishes:

• Product Documentation

This includes product documentation — programmer ’s guides, user manuals, and so on— relating to the Pre-structured Technology Projects (PSTs), such as DCE and CDE. It also includes the Single UNIX Documentation, designed for use as common product documentation for the whole industry.

• Guides

These provide information that is useful in the evaluation, procurement, development, or management of open systems, particularly those that relate to the Technical Standards or Preliminary Specifications. The Open Group Guides are advisory, not normative, and should not be referenced for purposes of specifying or claiming conformance to a Product Standard.

• TechnicalStudies

Technical Studies present results of analyses performed on subjects of interest in areas relevant to The Open Group ’s Technical Program. They are intended to communicate the findings to the outside world so as to stimulate discussion and activity in other bodies and the industry in general.

Versions and Issues of Speci fications

As with all livedocuments, Technical Standards and Specifications require revision to align with new developments and associated international standards. To distinguish between revised specifications which are fully backwards compatible and those which are not:

• A new Version indicates there is no change to the definitive information contained in the previous publication of that title, but additions/ extensions are included. As such, it replaces the previous publication.

• A new Issue indicates there is substantive change to the definitive information contained in the previous publication of that title, and there may also be additions/ extensions. As such, both previous and new documents are maintained as current publications.

Corrigenda

Readers should note that Corrigenda may apply to any publication. Corrigenda information is published on the World-Wide Web at http://www.opengroup.org/corrigenda.

Ordering Information

Full catalogue and ordering information on all Open Group publications is available on the World-Wide Web at http://www.opengroup.org/pubs.

Preface

This Document This document is a Guide (see above). • Chapter 1 describes the requirements on a Public-Key Infrastructure (PKI). • Chapter 2 presents the high-level structure of the PKI Architecture by grouping the Architecture ’s components into broad functional categories.

• Chapter 3:

— Enumerates the components in each of the Architecture ’s functional categories. — Describes the functionality of each component and lists existing speci fications which could serve as candidate standards for each component’ s interfaces and protocols. To be considered a ‘‘candidate ’’ for purposes of the PKI Architecture, an interface or protocol must:

1. Bedescribed by a publicly-available speci fication 2. Support a signi ficant fraction of the functionality of the PKI component for which it is proposed as a candidate It is assumed that the candidate interface and protocol speci fications identi fied in this document will serve as base documents for open standardization processes, which will produce finalized PKI component interface and protocol speci fications.

— Identi fies where negotiation facilities are required to deal with the probable existence of a multiplicity of security mechanisms.

— Enumerates important public-key-related protocols and discusses the need for environment-speci fic profiles.

• Chapter 4 discusses the use of hardware security devices in the Architecture. • Appendix A discusses the requirements for and approaches to Virtual Smartcards. • A glossary and index are provided. The Open Group PKI Task Group continues to refine and extend these requirements; comments should be sent by electronic mail to pki-tg@opengroup.org.

x Open Group Guide (1999)

Trademarks

Motif® , OSF/1 ® , UNIX® , and the ‘‘X Device’’® are registered trademarks and IT DialTone^{TM} and The Open Group^{TM} are trademarks of The Open Group in the U.S. and other countries.

The Open Group acknowledges that there may be other products that might be covered by trademark protection and advises the reader to verify them independently.

Acknowledgements

The Open Group gratefully acknowledges the work of the Open Group Security Program Group, in particular the PKI Task Group, in the development of this Guide, and also the following individuals:

Anne Anderson, Hewlett-P ackard Company Charles Blauner, JP Morgan & Co. Inc. Belinda Fairthorne, Fujitsu-ICL Warwick Ford Robert Jueneman, Novell, Inc. Ellen McDermott, Open Market Howard Melman, formerly OSF Denis Pinkas, Groupe Bull Walt Tuvell, formerly OSF John Wray, Compaq Computer Corporation

Additionally, the following organizations contributed to the specification of the requirements.

Amdahl Corporation Barclays Bank plc BCTEL Bellcore Boeing Bull Citicorp Digital Equipment Corporation Dynasoft Electronic Data Systems Fujitsu-ICL GUIDE International Harris Corporation Hewlett-P ackard Company IBM Corporation Information & Support Group Jet Propulsion Laboratory JP Morgan & Co. Inc.

Lockheed Martin Mitre NCR Corporation NIST Nortel Pacific Gas & Electric SCO Shell International Siemens Sun Microsystems, Inc. Sweden Post Telecom Finland Ltd. The Open Group U.K. Ministry of Defence U.S. Dept. of Defense/DISA U.S. Dept. of Defense/NSA Veritas Software Corporation

xii Open Group Guide (1999)

ReferencedDocuments

Open Group Documentation Further details about these and other Open Group documents can be found at: http://www.opengroup.org/publications. • CAE Specification, December 1995, Generic Security Service API (GSS-API) Base (ISBN: 1-85912-131-4, C441), published by The Open Group.

• Technical Standard, December 1997, Common Security: CDSA and CSSM (ISBN: 1-85912-194-2, C707), published by The Open Group.

• Preliminary Specification, January 1997, Distributed Audit Service (XDAS) (ISBN: 1-85912-139-X, P441), published by The Open Group.

• Guide, December 1994, Distributed Security Framework (ISBN: 1-85912-071-7, G410), published by The Open Group.

• TOG RFC 80.0: DCE 1.2 Certification API— Functional Specification, J.Wray, January 1995 IETF RFCs These documents may be found at: http://www.ietf.org/rfc. • IETF RFC 2025: The Simple Public-Key GSS-API Mechanism (SPKM), C.Adams, October 1996 This document describes how to use the SPKM protocol under a GSS-API interface • IETF RFC 2030: Simple Network Time Protocol (SNTP), Version 4, D.Mills, October 1996 • IETF RFC 2078: The Generic Security Service Application Program Interface (GSS-API), Version 2, J.Linn, January 1997 This document describes the GSS-API, Version 2.0 interface, which provides integrity and privacy services for session-oriented messages.

• IETF RFC 2251: Lightweight Directory Access Protocol, Version 3 (LDAPv3), T.Howes, S.Kille, and M.Wahl, December 1997 • IETF RFC 2409: The Internet Key Exchange (IKE), D.Carrel and D.Hawkins, November 1998 • IETF RFC 2459: Internet X.509 Public Key Infrastructure Certificate and CRL Profile, W.Ford, R.Housley, W.Polk, and D.Solo, January 1999 This document describes the pro files for use of X.509v3 certificates and Version 2 Certificate Revocation Lists (CRLs) by users in the Internet environment.

• IETF RFC 2478: The Simple and Protected GSS-API Negotiation Mechanism, E.Baize and D.Pinkas, December 1998 This document describes a proposed mechanism negotiation preamble protocol for use by protocol partners wishing to use GSS-API to establish a secure association.

• IETF RFC 2479: Independent Data Unit Protection Generic Security Service Application Program Interface (IDUP-GSS-API), C.Adams, December 1998

Referenced Documents

This document describes the IDUP GSS-API interface, which provides integrity and privacy services for store-and-forward messages, and non-repudiation services.

• IETF RFC 2510: Internet X.509 Public Key Infrastructure Certificate Management Protocols, C.Adams and S.Farrell, March 1999

This document speci fies a new protocol specifically developed for the purpose of transporting messages like those speci fied in CMMF and CRMF among PKI elements.

• IETF RFC 2511: Internet X.509 Certificate Request Message Format, C.Adams, D.Kemp, M.Myers, and D.Solo, March 1999

Certificate Request Message Format (CRMF) specifies a format used to convey a request for a certificate to a Certification Authority (CA) or Registration Authority (RA).

• IETF RFC 2527: Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework, S.Chokhani and W.Ford, March 1999

This document defines Certificate Policies and Certi fication Practice Statements (CPSs) and their inter-relationship. This document provides a framework to assist the writers of certificate policies or CPSs with their tasks.

IETF PKIX Documentation

The latest versions of these documents can be found at: http://www.ietf.org/ids.by.wg/pkix.html.

• Certificate Management Messages over CMS, B.Fox, X.Liu, M.Myers, and J.Weinstein

Certificate Management Messages over CMS (CMC) defines the means by which PKI clients and servers may exchange PKI messages when using IETF S/MIME Cryptographic Message Syntax (CMS), Version 3as a transaction envelope.

• Internet X.509 Public Key Infrastructure Certificate Management Message Formats, C.Adams and M.Myers

PKI Certi ficate Management Message Formats (CMMF) defines message formats to be used between a PKI client and a PKI server or service. It complements standard protocols such as the separately speci fied Certificate Management Protocol (CMP) or CMC.

• Internet X.509 Public Key Infrastructure LDAPv2 Schema, S.Boeyen, T.Howes, and P.Richard

This document defines a minimal scheme necessary to support the use of LDAPv2 for certificate and CRL retrieval and related functions for PKIX.

• Internet X.509 Public Key Infrastructure Online Certificate Status Protocol, C.Adams, R.Ankney, S.Galperin, A.Malpani, and M.Myers

The Online Certificate Status Protocol (OCSP) enables applications to determine the state of an identi fied certificate in a more timely fashion than is possible with the Certificate Revocation List (CRL) mechanism.

• Internet X.509 Public Key Infrastructure Operational Protocols: FTP and HTTP, P.Hoffman and R.Housley

This document describes the use of the File Transfer Protocol (FTP) and the Hyper-T ext Transfer Protocol (HTTP) to obtain certificates and CRLs from PKI repositories.

• Internet X.509 Public Key Infrastructure Operational Protocols: LDAPv2, S.Boeyen, T.Howes, and P.Richard

This document describes the use of LDAPv2 as a protocol for publishing and retrieving certificates and CRLs from a certificate repository.

xiv Open Group Guide (1999)

Referenced Documents

Other IETF Documentation The latest versions of these documents can be found at: http://www.ietf.org/ids.by.wg/cat.html. • C LDAP Application Program Interface

Refer to http://www.ietf.org/html.charters/ldapext-charter.html for the current status of this API. • Generic Security Service API, Version 2: C Bindings (IETF CAT GSS-API, Version 2.0 C Bindings), J.Wray This document defines the C bindings for GSS-API, Version 2.0.

• IETFCAT XGSS-API

This document extends the GSS-API to allow support of security attributes in addition to a single identity and to allow fine control of delegation. Refer to http://www.ietf.org/html.charters/cat-charter.html for the current status of this API.

• IETFS/MIME Cryptographic Message Syntax (CMS), Version 3

Refer to http://www.ietf.org/html.charters/smime-charter.html for the current status of CMS. • Independent Data Unit Protection Generic Security Service Application Program Interface: C Bindings (IDUP-GSS-API C Bindings) This document defines the C bindings for IETF RFC 2479.

IPsec Working Group Documentation The IETF IPsec Working Group documents can be found at: http://www.ietf.org/ids.by.wg/ipsec.html. Standards Documentation • ISO/IEC 7498 -2:1989, Information Processing Systems — Open Systems Interconnection — Basic Reference Model — Part 2: Security Architecture.

• ISO/IEC 10181: 1996, Information Technology — Open Systems Interconnection — Security Frameworks for Open Systems:

ISO/IEC 10181-1:1996, Part 1: Overview ISO/IEC 10181-2:1996, Part 2: Authentication Framework ISO/IEC 10181-3:1996, Part 3: Access Control Framework • ISO/IEC 10745: 1995, Information Technology — Open Systems Interconnection — Upper Layers Security Model.

• X.509: ISO/IEC 9594 -8:1990, Information Technology — Open Systems Interconnection — The Directory — Part 8: Authentication Framework, together with:

Technical Corrigendum 1:1991to ISO/IEC 9594-8:1990.

Referenced Documents

Chapter 1

Requirements on a Public-KeyInfrastructure

1.1 Baseline Requirements for a Global PKI

An interoperable global Public-Key Infrastructure (PKI) is required to provide privacy and digital signature services in support of international commerce, balancing the legitimate needs of commerce, governments, and privacy of citizens. The global PKI must support multiple governance policy models within a single global PKI framework, and must enable the enforcement of all existing governance policy mandates.

1.1.1 Required Services

• Establishment of domains of trust and governance • Confidentiality (sealing) • Integrity and authentication (signing) • Non-repudiation • End-to-end monitoring, reporting, and auditing of PKI services 1.1.2 Required Functionality and Characteristics

Key Lifecycle Management The actual lifecycle of a key depends on whether it is used for confidentiality or signature purposes. Key lifecycle facilities to be supported are: 1. Key Generation Facility

The method of key generation shall be discretionary, subject to commercial decision and business requirement. Selection of key quality, uniqueness, secrecy, and recoverability of keys must be left to the discretion of the organization generating the keys (and any governance authorities to which it is subject).

2. Key Distribution, Revocation, Suspension, Repudiation, and Archive The PKI must support the following functionality: • Facilities for the distribution of keys to appropriate storage devices and directories • Ability of a Certification Authority (CA) to revoke certificates for individual keys under the terms of the applicable policy • Ability of a CA to suspend and reactivate certificates for individual keys under the terms of the applicable policy • Ability of a CA to force delivery of revocation, suspension, and reactivation notices • Facilities to enable a user to repudiate his public key under the terms of the applicable policy • Facilities to enable a user to suspend and reactivate his public key under the terms of the applicable policy

Baseline Requirements for a Global PKI Requirements on a Public-Key Infrastructure

• Facilities to enable the user and subscriber to retrieve revocation, suspension, and reactivation notices

• Facilities to enable the user and subscriber to determine the status (for example, revoked or suspended) of a specific certi ficate

• Facilities to enable the archive and subsequent retrieval of certificates in support of the retrieval and verification of long-term information in accordance with governance policy

• Warranted retrieval — the PKI must support implementations which enable the following warranted retrieval scenarios:

— Law enforcement retrieval (subject to policy conditions)

— Corporate agency retrieval (subject to policy and authorizations)

— Individual retrieval (subject to policy and authorizations)

The following functionality is required in support of warranted retrieval:

— An electronic vehicle for the delivery of a notarized electronic warrant, to support the automation of key retrieval under due process (this must be able to take advantage of existing legal agreements)

— A permanent, non-repudiable, and independently verifiable record of key retrieval operations must be maintained

Note: Warranted retrieval policy includes policy regarding disclosure or nondisclosure of key retrieval to the owner of the retrieved key.

3. Key Recovery Facilities

The PKI shall specify key recovery functionality for use in environments which require such functionality. This document takes no position on key recovery policy issues. Implementations of the PKI may omit key recovery functionality, or may disable its use, in environments in which it is not required. PKI implementations which provide key recovery functionality should do so using the interfaces and/ or protocols specified herein. Key recovery facilities shall provide the following functionality:

• Use of key recovery facilities implies acceptance of a mandatory policy for the protection and recovery of keys. The policy defines how the keys are to be protected and under what conditions and to whom a key will be made available. The mandatory aspect of policy arises as the operations of a key recovery facility may be regulated by legislation or procedures required under commercial contracts for liability management.

• It must be possible to ensure that only key recovery-enabled systems shall be usable within a PKI implementation, where this is required.

• A key recovery facility shall be unconditionally trusted and be liable to uphold the stated policy with redress for loss arising from failures to uphold policy through contractual liability and penalties.

• A key recovery center shall be able to verify the legitimacy of a key submitted to it for storage.

• A user of a key recovery repository shall be able to verify that it is an authorized repository.

2 Open Group Guide (1999)

Requirements on a Public-Key Infrastructure Baseline Requirements for a Global PKI

• The PKI shall provide for coordination between the management of public and private keys in the PKI and in data recovery centers. Note: Public and private key parts do not have the same lifecycle and key parts may be archived.

• The PKI shall support aging, revocation, and repudiation of keys. • The PKI shall support discretionary key fragmentation between key recovery facilities.

Distributed Certi ficate Management Structure The PKI must provide distributed Certificate Management functionality, driven by the requirements of the transaction or business domain. The following Certificate Management functions must be provided by the PKI: 1. Policing and policy enforcement (governance model), including the following:

• Policy creation and maintenance; the policies include those covering key generation, key recovery, key distribution, revocation, suspension, repudiation, archive, and warranted retrieval.

• Ability to register a key and the binding between the key and a name. • Ability to query which keys are bound to a name. • Policies (for services built on PKI access control) must not be required to be based on individual identity.

• Certification of the binding between a public key and a directory name shall be mandatory.

• Certification of the binding between additional attributes and a directory name shall be discretionary.

• Auditing and support for the monitoring of policy compliance is required. 2. Concurrent support of multiple policies 3. Exchange of certi ficates 4. Support for continuance of service in the event of transfer of certificate services from one CA to another 5. CA policy mapping services to establish cross-certi fication between CAs 6. Support for arbitration to determine acceptability of certificates in the event of multiple conflicting certi fication paths 7. Support for separation of the CA and repository functions in accordance with the governance policy — changes to certificate repositories must be transactional (for example, two-phase commits)

Baseline Requirements for a Global PKI Requirements on a Public-Key Infrastructure

Security of the PKI The PKI itself must be secure. In particular, the PKI must: 1. Protect the confidentiality, integrity, and availability of the PKI services; for example, key generation, key distribution, and key storage 2. Provide strong non-repudiation services for actions of certi ficate services 3. Prevent PKI services themselves from repudiating their own actions 4. Prevent users and subscribers from repudiating their own actions Time Service A universal, networked time service must be available for time stamping. Interoperability PKI elements provided by different vendors must interoperate. In support of interoperability, PKI elements must: 1. Support international standards for certificates and associated data 2. Support international standards for certificate services 3. Support internationalization of all certificates and associated data 4. Support internationalization of all certificate services

1.1.3 Known Issues

For interoperability there is a dependency upon the definition of standard APIs to and protocols between the component services of the PKI. Work is required to define and agree profiles of option fields in certificates.

1.1.4 Recommendations

Adopt X.509v3 as a basis for certificates in the development of the PKI. Adopt and adapt existing standards and protocols wherever possible; invent new standards or protocols only as a last resort. In particular, adopt the service interfaces defined in CDSA, Version 2.0 and the protocols defined in the PKIX series of IETF draft standards.

4 Open Group Guide (1999)

Requirements on a Public-Key Infrastructure The Importance of Architecture

1.2 The Importance of Architecture

The PKI Task Group feels that a robust, flexible, standard, open PKI Architecture is critical to the success of secure systems based on public-key technology. This section explains why.

1.2.1 What is Architecture ?

The architecture of a software system is the set of interfaces through which its functions are accessed, and the set of protocols through which it communicates with other systems.

The remainder of this section discusses the importance of standardizing the interfaces and protocols which comprise the PKI Architecture.

1.2.2 Protocols

Product 1

Application

Application

Product 2

KeyRequest

KeyRequest email email

LDAP

CA

CA

User Key

Management

User Key

Management LDAP Directory

f

Product 1 Product 2

Product 3

APISecur e Protocol Secure Protocol

Cryptographic

Softwar e Cryptographic

Softwar e

Cryptographic

Hardwar e

Security State

Management and

Data Pr otection APISecurity State

Management and

Data Pr otection

f f

Secur e Protocols

Cryptographic Primitives

Long-T erm Key Services

Protocol Security Services

Cryptographic Services

Security

Policy

Services

Supporting

Services

System

Security-

Enabling

Services

[Applications]

f^{__________________} f

Secur e Protocols

Cryptographic Primitives

Long-T erm Key Services

Protocol Security Services

Cryptographic Services

Security

Policy

Services

Supporting

Services

System

Security-

Enabling

Services

[Applications]

Logon CredentialAcquisition

Security

Context

Management Random

Number

Generation KeyGeneration SecretSharing Hashing

Keyed

Hashing

Symmetric

(secr et-key)

Cryptographic

Primitives Asymmetric

(public-key)

Cryptographic

Primitives

f

Cryptographic

Context

Management KeyImport and

Export KeyDerivation KeyAgreement

KeyUsage

Contr ol DataIntegrity DataPrivacy DataSignature

f

KeyLifecycle

Management KeyRecovery VirtualSmartcardService

Certificate

Management Public-Key

Delivery and

Verification

f

Virtual

Smartcar dService CA Agent

Publication

Authority

Certificate Management Component

CA

Local

Registration

Authority

Public Key

Delivery and

Verification

User W orkstation Certificate Management

A B

C/D

E E Repository and

Subscription

Services

Virtual

Smartcar dServices

Publication

Authority

Public-Key

Delivery and

Verification

Application

(or Smartcar d) LocalRegistration

Authority

Certificate

Authority

Registration

Authority

Agent Session-oriented

Services Store-and-forwar dServices Non-repudiation

Services

Mechanism

Negotiation

Dialogue Key

Generation

KeyAcquisition

Negotiation

Store and Forwar dProtection,

Non-Repudiation Session-

Oriented

Protection

Privilege

Delegation

Management

Context Management

Token Pr ocessing

Mechanism Pr ovider Interface

Kerber os SPKM Sesame

PAC Generation, Use, Pr otection,

Verification, Delegation

f

Connection-oriented

Peer-to-peer Connectionless

Peer-to-peer Multicast

f

Privilege

Services and

Delegation Access

Contr ol

User Information

Management

(Registry)

Decision

Request Decision

Verified Initiator ADI

Verified Action ADI

Verified T arget ADI

Contextual ADI

Retained ADI

Access Contr olEnfor cement

Function (AEF)

Access Contr olDecision

Function (ADF)

Initiator Target

Access Contr olPolicy Rules

Authenticated

Identity Privilege

Attributes

Authenticated Identity and Privilege Attributes

Privilege

Attribute

Service

Initiator Target

Access

Decision

Function

Authenticated Identity

Privilege

Attribute

Service

Initiator

Authenticated

Identity Privilege

Attribute

Target

Access

Decision

Function

f

Security

Auditing

Service TimeService Directory andSubscriptionServices

f

Memory

Card Smartcar d Cryptographic

Functions

Security Car dAccess Interface

Memory Car dPersonal Cryptographic

Module

Cryptographic

Services

Softwar ePersonal

Security

Module

Virtual Smartcar d Interface

Virtual Smartcar d Services

Hardwar eSecurity

Token SoftwarePersonalSecurityModule

User/Principal

Personal Security Information

Management Interface

Softwar ePersonal

Security

Module RemotePrivateKeyRepository

f

Owner

’sData

Personal Data

Domain Selector

Identity

Selector

Secret

Data

Name1

(login_name1

+ DB namex)

Name2

(login_name2

+ DB namey)

Passwor d 1 [secr et data]

Passwor d 2

NAME1

(alias + appli code)

Name2

(alias + appli code)

User Signatur e Private Key

[Certificate for User

’s Sign Key]

[Certificate of CA]

User Signatur e Private Key

[Certificate for User

’s Sign Key]

[Certificate of CA]

[secr et data]

DCE Name1

(login_name1

+ cell name) Password 1

Passwor d 1

[secr et data]

[secr et data]

DB Name1

(user name

+DB name) type=pwd name=unix

type=pwd name=DCE

type=pwd name=DB access type=public-key name=hp-domain

{owner

’s PIN} owner

’s name

f f

Index

access control .............................................................47

pull model ..............................................................36 push model ............................................................35 access control decision model ................................34 access control policy ................................................47 accountability ............................................................47 API...............................................................................47 association-security-state. .......................................47 audit. ............................................................................47 audit trail ....................................................................47 authenticated identity. .............................................47 authentication. ...........................................................47 authentication certi ficate.........................................47 authentication exchange .........................................47 authentication information (AI)............................47 authorization .............................................................47 availability. .................................................................48 Certificate Management

protocols .............................................................5, 25 certification authority (CA) ....................................48 ciphertext ....................................................................48 clear text .....................................................................48 client-server ...............................................................48 confidentiality ...........................................................48 contextual information ............................................48 credentials ..................................................................48 cryptanalysis ..............................................................48 cryptographic algorithm .........................................48 cryptographic checkvalue. ......................................48 cryptographic primitives

components ...........................................................17 cryptographic services

components ...........................................................19 cryptography .............................................................48 data integrity .............................................................49 data origin authentication ......................................49 decipherment .............................................................49 decryption ..................................................................49 denial of service ........................................................49 digital signature ........................................................49 distinguishing identi fier..........................................49 encipherment .............................................................49 encryption ..................................................................49 end-to-end encipherment .......................................49 example security products .......................................6 hardware security devices ......................................40 identi fication ..............................................................49 integrity ......................................................................49 key................................................................................49 key management. ......................................................49 long-term key services

components ...........................................................22 messaging application .............................................50 off-line authentication certi ficate ..........................50 on-line authentication certificate...........................50 password ....................................................................50 peer-entity authentication ......................................50 PKI components ...........................................................15 requirements ............................................................1 PKI Architecture .......................................................15 hardware security devices ..................................39 overview ...................................................................9 recommendations ...................................................9 principal ......................................................................50 private key .................................................................50 protocol security service structure .......................30 protocol security services .......................................29 public key ...................................................................50 public-key delivery structures ...............................23 quality of protection. ................................................50 repudiation. ................................................................50 seal ...............................................................................50 secret key ....................................................................50 secure association .....................................................50 secure context ............................................................50 secure protocol

components ...........................................................32 security architecture. ................................................51 security attribute .......................................................51 security audit .............................................................51 security audit trail ....................................................51 security certificate.....................................................51 security label..............................................................51 security policy service

components ...........................................................34 security service ..........................................................51 security state ..............................................................51 signature .....................................................................51 supporting services

components ...........................................................37

Architecture for P ublic-Key Infrastructure (APKI) 53

Index

system security-enabling

components ...........................................................16 trust. .............................................................................51 trusted computing base (TCB)...............................51 trusted functionality ................................................51 trusted third party ....................................................52 verification structures ..............................................23 virtual smartcard service

example data .........................................................45 virtual smartcard service protocol ........................42 virtual smartcard service structure. ......................41

54 Open Group Guide (1999)